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POVIJEST PROMJENA

Verzija Opis promjene Datum promjene

1.0 Inicijalna verzija 15.5.2025.

1.1 AZurirana verzija — azurirane P mode vrijednosti i primjer 4.9.2025.

1.2 AZurirana verzija - azurirano poglavlje 5.5 Identifikacija sudionika: uklonjen | 16.9. 2025.
CNAME primjer i azurirani prilozi

1.3 AZuriran prilog P-mode parametri 24.9.2025.
(PMode[].Security.X509.Signature.Certificate) i primjer P-modea

1.4 AZurirana fiksna vrijednost u polju PMode.Initiator.Party; aZuriran 7.10. 2025.

PMode[].Security.X509.Signature.Algorithm; azuriran Message
Correlation; aZzuriran PMode[].Security.X509.Signature.Algorithm; azuriran
PMode[1].Businessinfo.Service.type
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RIECNIK SKRACENICA | POJMOVA

Pojam Skracenica

AS4 Aplicability Statement 4, standard koji opisuje prijenos poruka putem web servisa
BDXL OASIS Business Document Metadata Service Location (BDX Location)

SML Service Metadata Locator

BDX-SMP OASIS Business Document Service Metadata Publisher

PKI Public Key Infrastructure — infrastruktura javnog kljuca

XML Extensible Markup Language — standard za elektronicke strukturirane dokumente
SOAP Simple Object Access Protocol — protokol za razmjenu podataka putem web servisa
HTTP Hypertext Transfer Protocol

CA Certification Authority — servis za upravljanje digitalnim X.509 certifikatima (vjerodajnicama)
ebMS ebXML Messaging Services — bazni standard na kojem je baziran eDelivery AS4 profil
AMS Adresar Metapodatkovnih Servisa

PT Pristupna tocka

MPS Metapodatkovni servis

ID Identifikator sudionika

P Informacijski posrednik

Tablica 1 — Rje¢nik skra¢enica i pojmova
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2. uvobD

Kako bi osigurali nesmetanu komunikaciju u razmjeni eRacuna, izmedu pristupnih to¢aka u RH koje koriste
razli¢ita tehnicka rjeSenja, odabran je AS4 profil. Ovaj dokument opisuje tehnicke standarde i specifikaciju
implementacije pristupne tocke (PT) te definira AS4 profil (eRacun-AS4) i njegovu implementaciju za potrebe
razmjene eRacuna. Implementacija mora slijediti CEF eDelivery AS4 Profile v1.15 i aspekte opisane u ovom
dokumentu kojima se dodatno definiraju i ograni¢avaju znacajke i atributi koji nisu profilirani u specifikaciji CEF-a
ili su neobvezni i ne upotrebljavaju se. Osim same razmjene poruka koristenjem AS4 protokola svaka
implementacija PT mora podrzati i proces lociranja pristupne tocke primatelja odnosno pristupne tocke na koju
se radi isporuka eRacuna.

Kompletan model razmjene eRacuna definiran je ovim dokumentom tehnicke specifikacije zajedno sa sljede¢im
dokumentima:

e Tehnicki standardi i specifikacije povezivanja — Adresar metapodatkovnih servisa (AMS)
e Tehnicki standardi i specifikacije povezivanja — Metapodatkovni servis (MPS).

AS4 riesenje ima sljedece znacajke:

e  Svaka pristupna toc¢ka mora osigurati AS4 protokol kao standard za razmjenu eRacuna i ne smije odbiti
poruku koja dolazi putem tog standarda

AS4 protokol je tehnicko rjeSenje koje omogucava jednoznacnu komunikaciju izmedu pristupnih tocaka
koje koriste razlic¢ita tehnicka rjeSenja za samu razmjenu eRacuna

e Na ovaj nacin vise nisu neophodne medusobne integracije izmedu pojedinih pristupnih tocaka i
prilagodbe njihovih tehnickih rjeSenja za razmjenu eRacuna

Ovakav nacin osigurava da svaka PT zna komunicirati sa svakom PT, ali ne ograni¢ava medusobnu

e  Ovim standardom je osigurana sigurna i strukturirana razmjena eRacuna
o Sigurnost je postignuta koristenjem certifikata i potpisivanjem poruka, a poruka je
strukturirana u XML formatu.

3. CETVEROKUTNA TOPOLOGIJA

Scenarij razmjene eRacuna podrazumijeva situacije u kojima pristupne tocke razmjenjuju poruke u ime drugih
strana pa je definiran model razmjene eRacuna koji je baziran na ¢etverokutnoj topologiji (eng. Four corner
topology) u kojoj postoje Cetiri ukljucene strane, od kojih su dvije izvorni izdavatelj i krajnji primatelj eRacuna, a
druge dvije strane su pristupne tocke koje usmjeravaju poruke od izvornog izdavatelja prema krajnjem
primatelju i poruke odgovora (potvrde ili greske) u drugom pravcu.

Specifikacije OASIS ebMS3 i AS4 sluZe za razmjenu poruka od tocke do tocke izmedu dva servisa za razmjenu
poruka (MSH). Medutim, kako je navedeno u uvodu ovog dokumenta, eRacun AS4 protokol namijenjen je
upotrebi u situacijama u kojima pristupne tocke razmjenjuju poruke u ime drugih strana. Cetiri strane uobi¢ajeno
se nazivaju oznakama Cn, pri ¢emu C oznacava ,kut” i n je jedna od znamenki od 1 do 4:

e (1 je originalni Izdavatelj.
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e (2 je pristupna tocka koja $alje poruke u ime C1.
e (3 je pristupna tocka koja prima poruke u ime C4.
e (4 je krajnji Primatelj.

Bududi da se zajednicki profil primjenjuje na razmjenu C2-C3, razmjena uklju€uje AS4 Push slanje od C2 kao
inicijatora do C3. Razmjene izmedu C1-C2 i C3-C4 nisu obavezne koristiti AS4 protokol i nisu obuhvacene ovom
specifikacijom.

Atribut pod nazivom trackingldentifier dodaje se poruci kako bi bio identifikator (u proizvoljnom formatu) koji
omogucuje pracenje poruka s kraja na kraj u razmjeni s Cetiri kuta. Njegova vrijednost moZe se postaviti na
vrijednost identifikatora poruke od C1 do C2 na koju se odnosi poruka AS4. To omogucuje pracenje poruka i
rieSavanje eventualnih problema.

c2
)
i &
lzdavatelj eRacuna
(originalSender) PT (Sender)

eRafun AS4

PrimateljeRacuna

PT (Receiver) e
{finalRecipient)

a «

Slika 1. Cetverokutna topologija

3.1. ADRESIRANIJE, IDENTIFIKACIJA SUDIONIKA, IDENTIFIKATOR ZA PRACENIJE

Ovim opisanim nacinom definira se upotreba sustava eRacun AS4 u Cetverokutnim razmjenama poruka. Njime se
definiraju konvencije za upotrebu zaglavlja poruka ebMS3 i konfiguracija odgovarajucih parametara nacina
obrade.

U scenarijima u kojima se AS4 upotrebljava za komunikaciju izmedu krajnjih subjekata, eb:From i eb:To zaglavlja
na eb:usermessage/eb:PartyInfo identificira se lzdavatelj i Primatelj. Kako bi se olaksala uporaba neizmijenjenih
implementacija AS4 poruka i pojednostavnila konfiguracija pruzatelja usluga AS4 poruka, eb:From/eb:Partyld i
eb:To/eb:Partyld moraju identificirati unutarnje pristupne tocke.

Financira
Europska unija
NextGenerationEU




MINISTARSTVO FINANCIJA

POREZNA UPRAVA

www.porezna-uprava.hr

Da bi se mogla preusmjeriti primljena poruka, pristupna tocka izdavatelja (C2) mora moci odrediti krajnjeg
primatelja (C4). Te su informacije opcenito dostupne u strukturiranim porukama. Medutim, koristenje
informacija iz strukturiranih poruka pretpostavlja razumijevanje sheme na kojoj se temelji strukturirana poruka.
Kako bi se pristupnim tockama omogudila obrada strukturiranih poruka bilo koje vrste, poZeljno je usvojiti
mehanizam koji je neovisan o odredenim shemama. Nadalje, u nekim situacijama moZe postojati zahtjev za
usmjeravanje nestrukturiranih ili Sifriranih podataka. Stoga se ovdje upotrebljava mehanizam atributa ebMS3 za
identifikaciju C1 i C4. Mehanizam atributa omoguduje koriStenje proizvoljnih parova atributa i vrijednosti u AS4
poruci i neovisan je o formatu ili strukturi poruke.

Kada se koristi u topologiji Cetiri kuta:

e Atribute nazvan originalSender mora se dodati poruci koja identificira izvornog izdavatelja (C1)
e Atribut nazvan finalRecipient mora se dodati poruci koja identificira stranu konacnog primatelja (C4).

Kao i kod eb:From/eb:Partyld i eb:To/eb:Partyld zaglavlja, atribut tipa mozZe se koristiti s ova dva svojstva za
kategorizaciju tipova identifikatora. Kao identifikacijski sustav i format za adresiranje, oznaka ISO 6523 mora se
upotrebljavati za tipove registrirane u normi ISO 6523 i format identifikacijske oznake ebCore trebao bi se
upotrebljavati kako je navedeno u [eDelivery-EBCORE].

4. OSNOVNI MODEL RAZMJENE ERACUNA

Osnovni (pretpostavljeni) mehanizam slanja i primanja eRacuna izmedu pristupnih tocaka koristenjem protokola
i specifikacija definiranih u ovom dokumentu je dan na sljededoj slici.

-
0 rimat i 2 DNS upit - HASH[PartyID UR() 2Racun. primjer hr
. — | -
|'.| s i& 3 DNS odgover — NAFTR zapis B
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Slika 2. Osnovni model razmjene eRacuna

Osnovni koraci slanja eRacuna izmedu izdavatelja i primatelja:
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1. Izdavatelj izdaje eRacun i dostavlja ga do pristupne tocke —ili odabranom informacijskom posredniku ili ako
ne koristi usluge informacijskog posrednika prosljeduje ra¢un iz modula/aplikacije u kojem izdaje eRacune
u modul/aplikaciju za slanje eRacuna. Nacin komunikacije i protokoli prijenosa podataka u ovom koraku
procesa nisu predmet ove specifikacije. Osim eRacuna koji sadrZi sve obavezne elemente i eventualne
priloge, podatak koji pristupna tocka mora imati da bi mogla proslijediti eRacun je identifikator (ID) krajnjeg
primatelja.

2. Pristupna tocka lzdavatelja kontaktira AMS servis putem DNS upita formatiranog na definirani nacin
(specificirano u dokumentu Tehnicka specifikacija - AMS).

3. AMS servis Salje odgovor na upit u obliku N-APTR zapisa koji sadrZi URL adresu metapodatkovnog servisa
(MPS) kod kojeg je registriran primatelj eRacuna.

4. Pristupna tocka lzdavatelja kontaktira MPS na dobiveni URL putem REST konekcije kojom Salje identifikator
primatelja (i opcionalno druge identifikatore) i trazi krajnju adresu Primatelja.

5. MPS vraca URL pristupne tocke primatelja na koju se moze isporuciti eRacun.

6. Pristupna tocka izdavatelja kontaktira pristupnu toc¢ku primatelja, otvaranjem HTTPS konekcije na dobiveni
URL. Nakon uspostave konekcije postavlja se AS4 konekcija prema definiranim parametrima (P-mode), te
se Salje eRacun sa prilozima zapakiran u AS4 poruku.

7. Pristupna tocka primatelja zaprima AS4 poruku sa eRacunom, te na temelju atributa u zaglavlju poruke
(finalRecipient) koja sadrZi ID primatelja prosljeduje poruku do krajnjeg primatelja.

8. Ako je poruka uspjesno obradena i proslijedena krajnjem primatelju, pristupna tocka primatelja salje
potpisanu signalnu poruku s potvrdom primitka pristupnoj tocki Izdavatelja. Ako pristupna tocka
primatelja ne posluzuje navedenog primatelja ili zaprimljeni sadrZaj nije sukladan ili obrada zaprimljenog
racuna nije uspjela zbog greske, pristupnoj tocki izdavatelja se Salje poruka o gresci.

5. STANDARDNI AS4 PROFIL ZA RAZMJENU ERACUNA

Ovaj profil, eRacun-AS4, koristi se kod razmjene eRacuna za prijenos asinkronih poruka izmedu kuta 2 (C2) i kuta
3 (C3) u cetverokutnoj topologiji koristeéi PKI metodu za potpis AS4 poruke. Profil eRacun-AS4 predstavlja
minimalni standard kojeg svaka pristupna tocka uklju¢ena u procese razmjene eRacuna u RH mora podrzati za
izdavanje i zaprimanje eRacuna. Sukladno tome, pristupna tocka ne smije odbiti zaprimiti eRacun kojeg druga
strana u ime izdavatelja eRacuna Zeli poslati koristenjem eRacun-AS4 profila. Isto tako, prilikom slanja eRacuna
pristupna tocka ne smije od druge strane koja zaprima eRacun u ime krajnjeg primatelja traziti profil Siri ili
drugadiji od eRacun-AS4 profila kao preduvjet za izdavanje eRacuna.
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5.1. BAZNA SPECIFIKACIJA

Osnovni tehnicki parametri prijenosa za potrebe razmjene eRacuna su u sljedecoj tablici:

Core Messaging

Exchange Pattern Bindings
Exchange Patterns
Internet Transport

Message and
Payload Packaging

Message Confidentiality

Message Correlation

Message Identification
Message Timestamp
Non-Repudiation of Origin

Non-Repudiation of
Receipt

Party Identification
Payload Compression

Reliable Message

Routing and Dispatching,
SOA integration

Transport Layer Integrity,
Sender Authentication,
Receiver

Authentication and
Message

Confidentiality (Non-
Persistent)

Web Services
Push

One Way
HTTP 1.1

SOAP 1.2 with attachments

WS-Security 1.1 bez koristenja XML Encryption

ebMS 3.0 "Conversationld"

Napomena: navedeni podatak sluzi buduéoj upotrebi, kako bi se osigurala
kompatibilnost sa eDelivery standardom; dodatno — navedeni parametar se ne
odnosi na signalne poruke

ebMS 3.0 "Messageld"
ebMS 3.0 "Timestamp" i WS-Security "Timestamp"
WS-Security 1.1 koristenjem XML Signature (XAdES)

Signed Receipt Signal Message

ebMS 3.0 "From" i "To" identifikatori strana u komunikaciji.

Gzip (**)

AS4 reception awareness feature for lightweight, interoperable reliable
messaging

Obavezni "Service" i "Action" elementi zaglavlja

Transport Layer (SSL/ TLS) Security

Tablica 2 — Bazna specifikacija

Okvirni pregled izmijenjenih funkcionalnosti u eRacun-AS4 specifikaciji u odnosu na osnovni CEF eDelivery AS4

profil:
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Funkcionalnost eRacun-AS4 CEF eDelivery AS4
Obrazac razmjene (eng. Exchange One Way One Way ili Two Way
Patterns)

Prijenos obrasca razmjene (eng. Push Push, Pull'i Sync

Exchange Pattern Bindings)

Povezivanje poruka (eng. Message ebMS 3.0 "Conversationld" ebMS 3.0 "RefToMessageld" i
Correlation) "Conversationld"

Tablica 3 — Pregled funkcionalnosti u eRaéun-AS4

Obrazac razmjene (MEP) One-Way/Push je jedini koji mora biti podrZan od strane svih sudionika u procesu
razmjene eRacuna u RH i pretpostavljeni obrazac se koristi u svim prijenosima.

5.2. KONFIGURACIJA SIGURNOSTI U PRIJENOSU — TRANSPORT LAYER SECURITY (TLS)

Pristupne tocke koje su dio eRacun mreze ne razmjenjuju informacije povezane s IP adresama i portovima
unaprijed za prijenos poruka kako je opisano u [CEFeDeliveryAS4].

U eRacun mrezi pristupna tocka mora biti konfigurirana u skladu sa sljedeéim:

e Pristupna tocka primatelja mora podrzavati TLS u skladu s odjeljkom 3.2.6. CEF eDelivery AS4
(https://ec.europa.eu/digital-building-blocks/sites/display/DIGITAL/eDelivery+AS4+-+1.15).

e Verzije novije od TLS v1.2 mogu se koristiti nakon medusobnog dogovora putem TLS handshake procesa.

Port 443 se uvijek koristiti za TLS.

Pristupne tocke izdavatelja moraju omoguditi samo izlazne prijenose na portu 443.

TLS mora koristiti valjani certifikat u skladu s politikom za sigurnost i izdan od strane ovlastenog izdavatelja
(CA) u Republici Hrvatskoj.

5.3. SPORAZUM

Bududi da se razmjena poruka izmedu dviju pristupnih to¢aka u mrezi eRacuna temelji na sporazumu
hrAgreement, parametar PMode.Agreement koji se koristi za oznacavanje poslovnog sporazuma kojim se
ureduje razmjena poruka mora imati vrijednost

urn:fdc:eracun.hr:2023:agreements:ap provider. Referenca na sporazum je ukljucenau
eb3:AgreementRef element ebMS zaglavlja poruke.

5.4. POVRATNA INFORMACIJA U SLUCAJEVIMA NEPOSTOJECEG PRIMATELJA ILI NEISPRAVNE AS4
PORUKE
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Pristupna tocka validira sadrzaj korisnicke poruke tijekom ebMS obrade, sto ukljucuje provjeru primatelja,
identifikacijsku oznaku vrste dokumenta i identifikacijsku oznaku postupka, te provjeru formalne ispravnosti
sadrZaja prema propisanoj normi. Ako PT ne pruZa krajnjem primatelju uslugu zaprimanja eRacuna ili ako bilo
koja od drugih formalnih provjera nije zadovoljena mora generirati i poslati ebMS poruku o pogresci.

Atribut pogreske kod generirane Error poruke mora biti postavljen na EBMS:0004 (Ostala pogreska), a njegov
atribut kritinosti mora biti postavljen na neuspjeh (failure).

Nadalje, atribut errorDetail ima vrijednost ovisno o detektiranoj gresci:

e ERACUN:NOT_SERVICED kako bi se naznacilo da pristupna tocka ne pruza uslugu adresiranom
primatelju.

e ERACUN:VALIDATION_ERROR kako bi se naznacilo da je doslo do greske prilikom validacije
sadrzaja.

5.5. IDENTIFIKACIJA SUDIONIKA

P-Mode Vrijednost

PMode.Initiator.Party Jedan Partyld sa vrijednosti Subject CNAME iz
certifikata pristupne tocke.

Fiksna vrijednost za

Party.type: urn:oasis:names:tc:ebcore:partyid-
type:unregistered

PMode.Initiator.Role Fiksna vrijednost:

http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/initiator

PMode.Responder.Party Jedan Partyld sa vrijednosti Subject CNAME iz
certifikata pristupne tocke.

Fiksna vrijednost za

Party.type: urn:fdc:eRacun.hr:2023:identifiers:ap

PMode.Responder.Role Fiksna vrijednost:

http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder

Tablica 4— Identifikacija sudionika

5.6.  SERVIS, ULOGA | AKCIJA

Prilikom slanja eRacuna pristupna tocka mora definirati PMode prema predlozenoj tablici.

P-Mode Vrijednost
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PMode[1].Busi | Predefinirana vrijednost identifikatora procesa za slanje eRacuna - hrBillingService.

nessinfo.Servic
Vrijednost:

urn: fdc:eracun.hr:2023:processId

e

PMode[1].Busi | Predefinirana vrijednost sheme identifikatora procesa za slanje eRacuna.

nessinfo.Servic
e.type Primjer:
cenbii-procid-ubl

PMode[1].Busi | Predefinirana vrijednost identifikatora tipa dokumenta za eRacun formatirana po slijede¢em:
nessinfo.Action | «scheme id»::«document type id value»

Definirana su tipovi:

en16931UblinvoiceAction -

busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Invoice-
2::Invoice##urn:cen.eu:enl6931:2017#compliant#urn:mfin.gov.hr:
cius-2025:1.0#conformant#furn:mfin.gov.hr:ext-2025:1.0::2.1

en16931UblCreditNoteAction—

busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:CreditNote-
2::CreditNote#ffurn:cen.eu:enl6931:2017#compliantfurn:mfin.gov.
hr:cius-2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1

en16931CiilnvoiceAction—

busdox-docid-
gns::urn:un:unece:uncefact:data:standard:CrossIndustryInvoice:
100::CrossIndustryInvoice##urn:cen.eu:enl6931:2017#compliant#u
rn:mfin.gov.hr:cius-2025:1.0#conformant#urn:mfin.gov.hr:ext-
2025:1.0::2.1::D16B

Napomena: Ne smije se koristiti URL enkodiranje koriStenjem znaka ,%" (eng. URL percent-
encoding).

Tablica 5 — Servis, akcija i uloga

5.7.  KORISTENJE PKI

Sva komunikacija u mrezi eRacuna koristi kvalificirane X.509 certifikate izdane od pouzdanog izdavatelja i taj
certifikat mora imati naveden OIB PT-a kao jedan od atributa. Certifikati koji ne udovoljavaju ovim uvjetima se ne
smiju koristiti.

P-Mode Vrijednost
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PMode[].Security.X509.Signature.Certificate Certifikat pristupne tocke posiljatelja

PMode[].Security.X509.Encryption.Certificate Ne koristi se

Tablica 6 — Koristenje PKI

Zbog dinamicke prirode razmjene certifikata u mrezi eRacun, tip ,,Binary Security Token” se mora upotrebljavati
kao tip identifikatora kljuca.

Kod razmjene eRacuna ne koristi se enkripcija na nivou AS4 poruke.

5.8. KORISTENJE ZADANOG MPC

Koristi se zadani MPC, tj. PMode[1].Businessinfo.MPC koji se mora postaviti na:

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/defaultMPC

5.9. KORISTENJE SBDH

Svi prijenosi podataka u mreZi eRacuna moraju imati sadrzaj zapakiran kao integralni element koriste¢i SBDH
(Standard Business Document Header). SBDH je integralni dio XML dokumenta (eRacun) koji je zapakiran u jedan
MIME privitak. Nije dozvoljeno koristenje izdvojenog (eng. Standalone) SBDH. SBDH element koji sadrzi poslovnu
poruku mora biti prvi MIME privitak nakon MIME privitka koji sadrZi AS4 zaglavlje.

5.9.1. IDENTIFIKATORI SUDIONIKA

Obavezni identifikator primatelja (sh:Receiver) u ovojnici poruke mora odgovarati sudioniku koji je registriran u
AMS/MPS servisu (tj. C4). Takoder, identifikator Izdavatelja (sh:Sender) je obavezan i oznacava sudionika C1.
Struktura identifikatora mora slijediti pravila definirana u ovom dokumentu. U slucaju da lzdavatelj nije
registriran u AMS/MPS-u njegov identifikator mora biti formiran kao i u slu¢aju da je registriran.

Primjer:

<Sender>

<Identifier Authority="iso6523-actorid-upis">9934:11111111111</Identifier>
</Sender>
<Receiver>

<Identifier Authority="iso6523-actorid-
upis">0088:0847976000005</Identifier>

</Receiver>
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5.10. PAKIRANJE PORUKA

Dokumenti koji su dio korisnicke poruke ebMS-a mogu biti sadrzani u SOAP tijelu ili zasebnim MIME privitcima.
Bududi da ovaj profil koristi znacajku AS4 Compression (vidjeti u nastavku) koja se odnosi samo na sadrzaj
zapakiran u privitak, pristupna tocka mora ukljucivati sve dokumente i priloge kao MIME privitke.

5.11. PRONALAZAK SPOSOBNOSTI | DINAMICKO LOCIRANJE

Za pronalaZenje pristupnih to¢aka prema identifikatoru primatelja koristi se kombinacija AMS i MPS servisa (u
skladu sa Tehnickim specifikacijama).

Pristupna tocka Izdavatelja mora dodi do krajnje adrese primatelja i sukladno tome dinamicki popuniti vrijednosti
u P-Modeu. eRacun koristi AMS i MPS za pronalazak adrese primatelja. Sukladno tome, dinamicki se mora
popuniti:

P-Mode Vrijednost

PMode[].Protocol. Address URL adresa dobivena od MPS servisa

Tablica 7 — Pronalazak sposobnosti i dinamicko lociranje

6. PRILOZI

Prilog 1 — P-Mode parametri

Prilog 2 — Primjer P-Mode XML za Domibus rjesenje
Prilog 3 — Shema SBDH ovojnice

Prilog 4 — Upute za instalaciju javno dostupnog Domibus rjeSenja za AS4 pristupnu tocku

6.1. PRILOG 1: P-MODE PARAMETRI

P-Mode parametar Vrijednost
PMode.ID eRacun
PMode.Agreement hrAgreement

urn:fdc:eracun.hr:2023:agreements:ap provider

PMode.MEP oneway
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http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/oneWay

PMode.MEPBinding

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/push

PMode.Initiator.Party

Unosi se u Pmode za posiljatelja:

Jedan Partyld sa vrijednosti Subject CNAME iz certifikata pristupne tocke.
Fiksna vrijednost za partyldType:

urn:oasis:names:tc:ebcore:partyid-type:unregistered

PMode.Initiator.Role

Fiksna vrijednost:

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator

PMode.Responder.Part
y

Unosi se u Pmode za primatelja

Jedan Partyld sa vrijednosti Subject CNAME iz certifikata pristupne tocke.
Fiksna vrijednost za partyldType:

urn:oasis:names:tc:ebcore:partyid-type:unregistered

PMode.Responder.Role

Fiksna vrijednost:

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder

PMode[1].Protocol.Add
ress

Obavezno, https URL primatelja

PMode[1].Protocol.SOA
PVersion

1.2

PMode[1].BusinessInfo.
Service

Predefinirana vrijednost identifikatora procesa za slanje eRacuna - hrBillingService.

Vrijednost:
urn:fdc:eracun.hr:poacc:en16931:any

PMode[1].BusinessInfo.
Service.type

urn:fdceracun.hr:poacc:en16931:any plus shema
(PMode[1].Businessinfo.Service.type = "cenbii-procid-ubl”

PMode[1].BusinessInfo.
Action

Predefinirana vrijednost identifikatora tipa dokumenta za eRacun formatirana po
slijedeé¢em:
«scheme id»::«document type id value»

Definirana su tipovi:

en16931UblInvoiceAction -
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busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Invoic
e-
2::Invoice##urn:cen.eu:enl6931:2017#compliant#urn:mfin.g
ov.hr:cius-2025:1.0#conformant#urn:mfin.gov.hr:ext-
2025:1.0::2.1

en16931UblCreditNoteAction —

busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Credit
Note-
2::CreditNote##urn:cen.eu:enl6931:2017#compliant#urn:mfi
n.gov.hr:cius-2025:1.0#conformant#urn:mfin.gov.hr:ext-
2025:1.0::2.1

enl16931CiilnvoiceAction-

busdox-docid-
gns::urn:un:unece:uncefact:data:standard:CrossIndustryIn
voice:100::CrossIndustryInvoice#furn:cen.eu:enl6931:2017
#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-
2025:1.0::2.1::D16B

PMode[].Businessinfo.
MPC

https://docs.oasis-open.org/ebxml-msg/ebms/v3.0/core/

PMode[].Errorhandling.
Report.AsResponse

True

PMode[].Errorhandling.
Report.ProcessErrorNot
ifyConsumer

True

PMode[].ErrorHandling.
Report.ProcessErrorNot
ifyProducer

True

PMode[].Errorhandling.
DeliveryFailuresNotifyPr
oducer

True
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PModel].ErrorHandling. | True
Report.MissingReceiptN
otifyProducer

PMode[].Security.WSSv | 1.1.1

ersion

PMode[].Security.X509. | True
Sign

PMode[].Security.X509. | Certifikat pristupne tocke posiljatelja (Binary Security Token)
Signature.Certificate

PMode[].Security.X509. | https://www.w3.org/TR/xmlenc-corel/
Signature.HashFunction

PMode[].Security.X509. | https://www.rfc-editor.org/rfc/rfc9231#name-rsa-sha256
Signature.Algorithm

PMode[].Security.X509. | False
Encryption.Encrypt

PMode[].Security.PMod | False
eAuthorize

PMode[].Security.SendR | True
eceipt

PMode[].Security.SendR | True
eceipt.NonRepudiation

PMode[].Security.SendR | Response
eceipt.ReplyPattern

PMode[].PayloadService | application/gzip
.CompressionType

PMode[].ReceptionAwa | True
reness

PMode[].ReceptionAwa | True
reness.Retry
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PMode[].ReceptionAwa | maxretries=10, period=3000 (radi se o milisekundama)
reness.Retry.Parameter
s

PMode[].ReceptionAwa | True
reness.DuplicateDeteCti
on

PMode[].ReceptionAwa | maxsize=10Mb, checkwindow=7D
reness.DuplicateDeteCti
on

Tablica 8 Prilog 1: P — Mode parametri

6.2. PRILOG 2: PRIMJER P-MODE XML ZA DOMIBUS RJESENJE

<?xml version="1.0" encoding="UTF-8"?>
<db:configuration xmlns:db="http://domibus.eu/configuration" party="
porezna-uprava ">

<mpcs>
<mpc name="defaultMpc"
qualifiedName="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/defaul tMPC"
enabled="true"
default="true"
retention downloaded="0"
retention undownloaded="14400"
retention sent="14400"
retention metadata offset="0"
delete message metadata="false"
max batch delete="1000"/>
</mpcs>
<businessProcesses>
<roles>
<role name="defaultInitiatorRole"
value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/initiator"/>
<role name="defaultResponderRole"
value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder"/>
</roles>
<parties>
<partyIdTypes>
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<partyIdType name="partyTypeUrn"
value="urn:oasis:names:tc:ebcore:partyid-type:unregistered"/>
</partyIdTypes>
<party name=" porezna-uprava "

endpoint="https://localhost:8428/EracunAS4Razvoj/services/msh">
<identifier partyId="GATEWAY PARTY"
partyIdType="partyTypeUrn"/>
</party>
</parties>
<meps>
<mep name="oneway" value="http://docs.oasis-
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/oneWay" />
<binding name="push" value="http://docs.oasis-
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/push"/>
<binding name="pull" value="http://docs.oasis-
open.org/ebxml-msg/ebms/v3.0/ns/core/200704/pull"/>
</meps>
<properties>
<property name="originalSenderProperty"
key="originalSender"
datatype="string"
required="true"/>
<property name="finalRecipientProperty"
key="finalRecipient"
datatype="string"
required="true"/>
<propertySet name="eDeliveryPropertySet">
<propertyRef property="finalRecipientProperty"/>
<propertyRef property="originalSenderProperty"/>
</propertySet>
</properties>
<payloadProfiles>
<payload name="businessContentPayload"
cid="cid:message"
required="true"
mimeType="text/xml" />
<payload name="businessContentAttachment"
cid="cid:attachment"
required="false"
mimeType="application/octet-stream"/>
<payloadProfile name="MessageProfile"
maxSize="2147483647">
<attachment name="businessContentPayload"/>
<attachment name="businessContentAttachment"/>
</payloadProfile>
</payloadProfiles>
<securities>
<security name="eDeliveryAS4PolicyBST"
policy="eDeliveryAS4Policy BST.xml"
signatureMethod="RSA SHA256" />
</securities>
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<errorHandlings>
<errorHandling name="demoErrorHandling"
errorAsResponse="true"
businessErrorNotifyProducer="true"
businessErrorNotifyConsumer="true"
deliveryFailureNotifyProducer="true"/>
</errorHandlings>
<agreements>
<agreement name="hrAgreement"
value="urn:fdc:eracun.hr:2023:agreements:ap provider" type="T1"/>
</agreements>
<services>
<service name="hrBillingService"
value="urn:fdc:eracun.hr:poacc:enl6931l:any" type="cenbii-procid-ubl"/>
</services>
<actions>
<action name="enl6931UblInvoiceAction”" value="busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Invoice-
2::Invoice#ffurn:cen.eu:enl6931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1"/>
<action name="enl6931UblCreditNoteAction" value="busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:CreditNote-
2::CreditNotef#fffurn:cen.eu:enl6931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1"/>
<action name="enl6931CiiInvoiceAction”" value="busdox-docid-
gns::urn:un:unece:uncefact:data:standard:CrossIndustryInvoice:100::CrossInd
ustryInvoice##urn:cen.eu:enl6931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1::D16B"/>
</actions>
<as4>
<receptionAwareness name="receptionAwareness"
retry="12;4;CONSTANT" duplicateDetection="true"/>
<receptionAwareness name="receptionAwarenessTest"
retry="0;0;SEND ONCE" duplicateDetection="true"/>
<reliability name="AS4Reliability" nonRepudiation="true"
replyPattern="response"/>
</as4>
<splittingConfigurations>
<splitting name="default"
fragmentSize="500"
compression="true"
joinInterval="1440"/>
</splittingConfigurations>
<legConfigurations>
<legConfiguration
name="hrBillingServiceEnl6931UblInvoiceAction”
service="hrBillingService"
action="enl6931UblInvoiceAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"
security=" eDeliveryAS4PolicyBST
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receptionAwareness="receptionAwarenessTest"

propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"

errorHandling="demoErrorHandling"
compressPayloads="true"/>
<legConfiguration
name="hrBillingServiceEnl6931UblCreditNoteAction"
service="hrBillingService"

action="enl6931UblCreditNoteAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"
security=" eDeliveryAS4PolicyBST

receptionAwareness="receptionAwarenessTest"

propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"

errorHandling="demoErrorHandling"
compressPayloads="true"/>
<legConfiguration
name="hrBillingServiceEnl16931CiiInvoiceAction”
service="hrBillingService"
action="enl6931CiilInvoiceAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"
security=" eDeliveryAS4PolicyBST

receptionAwareness="receptionAwarenessTest"

propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"

errorHandling="demoErrorHandling"
compressPayloads="true"/>

</legConfigurations>
<process name="eRacunHrProcess"
mep="oneway"
binding="push"
initiatorRole="defaultInitiatorRole"
responderRole="defaultResponderRole">
<initiatorParties>
<initiatorParty name=" porezna-uprava "/>
</initiatorParties>
<legs>
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<leg

name="hrBillingServiceEnl16931UblInvoiceAction"/>
<leg

name="hrBillingServiceEn16931UblCreditNoteAction"/>
<leg

name="hrBillingServiceEnl16931CiiInvoiceAction"/>

</legs>
</process>
</businessProcesses>
</db:configuration>

6.3. PRILOG 3: SHEMA SBDH OVOIJNICE

Element/Attribute Annotation
StandardBusinessDocument Type StandardBusinessDocument
L. xs:sequence Occurrence 1 .
StandardBusinessDocumentHeader Cccurrence 1 .1
-[ Type StandardBusinessDocumentHeader
- XSIsequence Occurrence 1 .
. HeaderVersion Cccurrence 1 .1
Type ®s:string
Fixed K
Description Always value 1.0
Sender Ccocurrence 1 .1
Type Partner
Xs_sequence Occurrence 1 .01
Identifier Occurrence 1 .1
Type Partnerldentification

Description Use the format X000 AAAAMAMN where XXXX is
the type of identifer (such as 0088 for GS1 GLN)
and AAAAANAA the actual identifier.

L Authority Type xs:string
Use required
Description Use fixed value "iso6523-actorid-upis™
Receiver Cccurrence 1 .1
Type Partner
xXs.sequence Occurrence 1 .01
Identifier OCccurrence 1 .1
Type Partnerldentification

Description Use the format XO0000CAAAAMAAAN where XXXX is
the type of identifer {(such as 0088 for GS1 GLN)
and AAAAAAAA the actual identifier.

- Authority Type *s:string
Use required
Description Use fixed value "isob523-actorid-upis™
Documentldentification Occurrence 1 .1
-[ Type Documnentldentification
- XSISequence Occurrence 1 .1
— Standard Cccurrence 1 .1
Type xs:string

Description The standard of the enveloped business
messagqe, normally described by use of the XML
namespace of the business message root
element (such as urn:oasis:names:specification:
ubl:schema:xsd:Order-2)

. TypeVersion Cccurrence 1 .1

Type xs:string

Description The version number of the enveloped business
messaqe (such as the value "2.1" for OASIS UBL
2.1 or "2.0" for OASIS UBL 2.0)

_ Instanceldentifier Occurrence 1 .1

Type xs:string

Description An informative unigue 1D created by the issuer of
the envelope. The Instanceldentifier MUST be
unique for each Business Message Envelope
being created. This ID is not the same as the 1D of
the business message (such as the Invoice
Number). It is not the same as a transmission
Messaqe ID generated by the application sending
the messaqge (as defined in AS4).

The Instanceldentifier MUST be globally unique
and it is RECOMMENDED to use UUID (such as
118e3040-51d2-11e3-8f96-0800200c3ab6)

— Type Occurrence 1 .1

Type xs:string

Description Messaqe type - mandatory in SBDH. XML local
element name of the root-element in the business
messagqe.

Slika 3. Prilog 3: Shema SBDH ovojnice
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6.4. PRILOG 4: UPUTE ZA INSTALACIJU JAVNO DOSTUPNOG DOMIBUS RJESENJA ZA AS4
PRISTUPNU TOCKU

Domibus je javno dostupno rjesenje koji pruza funkcionalnosti AS4 pristupne tocke a odrzava ga Europska
komisija (Directorate-General for Informatics - DIGIT).

Upute za instalaciju i zahtjevi za Domibus rjesenje:

e Dokumentacija i osnovni podaci: https://ec.europa.eu/digital-building-
blocks/sites/display/DIGITAL/Domibus
e Linkovi na distribuciju:

o https://ec.europa.eu/digital-building-
blocks/artifact/repository/eDelivery/eu/domibus/domibus-msh-distribution/5.1.3/domibus-
msh-distribution-5.1.3-tomcat-full.zip

o https://ec.europa.eu/digital-building-
blocks/artifact/repository/eDelivery/eu/domibus/domibus-msh-distribution/5.1.3/domibus-
msh-distribution-5.1.3-wildfly-full.zip

o https://ec.europa.eu/digital-building-
blocks/artifact/repository/eDelivery/eu/domibus/domibus-msh-distribution/5.1.3/domibus-
msh-distribution-5.1.3-weblogic-war.zip

Link na upute za instalaciju: https://ec.europa.eu/digital-building-
blocks/sites/download/attachments/718734654/%28¢eDelivery%29%28AP%29%28Q5G%29%28Domibus%205.1.
3%29%287.8%29.pdf?version=1&modificationDate=1712324424129&api=v2

PODRZANE PLATFORME ZA INSTALACIJU:

e Application servers:
o  WildFly 26.1.x
o Weblogic 12.2.1.4 (tested version, future versions might work)
o Apache Tomcat 9.0.x
e Database:
o MySQL 8 (future versions might work)
o Oracle 12c R2 and Oracle 19c¢
e Java:
o Oracle JDK 8u291+ for Weblogic, Tomcat and WildFly
o OpenJDK 11.0.11 for WildFly and Tomcat (tested with AdoptOpenJDK 11 version 11.0.9.1+1)

6.5. PRILOG 5: POSTAVLJANJE DOMIBUSA

PMODE PRIMJER POSILIATELJA (POPUNITI CRVENO S POTREBNIM VRIJEDNOSTIMA):

<?xml version="1.0" encoding="UTF-8"7>

<db:configuration xmlns:db="http://domibus.eu/configuration”
party="{gateway_party}">

<mpcs>

<mpc name="defaultMpc"
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https://ec.europa.eu/digital-building-blocks/artifact/repository/eDelivery/eu/domibus/domibus-msh-distribution/5.1.3/domibus-msh-distribution-5.1.3-weblogic-war.zip
https://ec.europa.eu/digital-building-blocks/artifact/repository/eDelivery/eu/domibus/domibus-msh-distribution/5.1.3/domibus-msh-distribution-5.1.3-weblogic-war.zip
https://ec.europa.eu/digital-building-blocks/sites/download/attachments/718734654/%28eDelivery%29%28AP%29%28QSG%29%28Domibus%205.1.3%29%287.8%29.pdf?version=1&modificationDate=1712324424129&api=v2
https://ec.europa.eu/digital-building-blocks/sites/download/attachments/718734654/%28eDelivery%29%28AP%29%28QSG%29%28Domibus%205.1.3%29%287.8%29.pdf?version=1&modificationDate=1712324424129&api=v2
https://ec.europa.eu/digital-building-blocks/sites/download/attachments/718734654/%28eDelivery%29%28AP%29%28QSG%29%28Domibus%205.1.3%29%287.8%29.pdf?version=1&modificationDate=1712324424129&api=v2
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qualifiedName="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /defaultMPC"

enabled="true"
default="true"
retention_downloaded="0"
retention_undownloaded="14400"
retention_sent="14400"
retention_metadata_offset="0"
delete_message_metadata="false"
max_batch_delete="1000"/>
</mpcs>
<businessProcesses>
<roles>
<role name="defaultInitiatorRole"

value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /initiator" />

<role name="defaultResponderRole"

value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /responder” />

</roles>
<parties>
<partyldTypes>

<partyldType name="partyTypeUrn"
value="urn:oasis:names:tc:ebcore:partyid-type:unregistered" />

</partyldTypes>

<party name="{gateway_party}"

endpoint="https://localhost:8428 /EracunAS4Razvoj/services/msh">

<identifier partyld="{gateway_party}"
partyldType="partyTypeUrn"/>
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</party>
</parties>
<meps>

<mep name="oneway" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/oneWay" />

<binding name="push" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/push”/>

<binding name="pull" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/pull”/>

</meps>
<properties>
<property name="originalSenderProperty"
key="originalSender"
datatype="string"
required="true"/>
<property name="finalRecipientProperty"
key="finalRecipient"
datatype="string"
required="true"/>
<propertySet name="eDeliveryPropertySet">
<propertyRef property="finalRecipientProperty" />
<propertyRef property="originalSenderProperty" />
</propertySet>
</properties>
<payloadProfiles>
<payload name="businessContentPayload"
cid="cid:message"
required="true"

mimeType="text/xml"/>
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<payload name="businessContentAttachment"
cid="cid:attachment"
required="false"
mimeType="application/octet-stream" />
<payloadProfile name="MessageProfile" maxSize="2147483647">
<attachment name="businessContentPayload" />
<attachment name="businessContentAttachment"/>
</payloadProfile>
</payloadProfiles>
<securities>
<security name="eDeliveryAS4PolicyBST"
policy="eDeliveryAS4Policy_BST.xml"

signatureMethod="RSA_SHA256" />
</securities>

<errorHandlings>
<errorHandling name="demoErrorHandling"

errorAsResponse="true"
businessErrorNotifyProducer="true"
businessErrorNotifyConsumer="true"
deliveryFailureNotifyProducer="true" />

</errorHandlings>

<agreements>

<agreement name="hrAgreement"
value="urn:fdc:eracun.hr:2023:agreements:ap_provider" type="T1"/>

</agreements>
<services>

<service name="hrBillingService" value="urn:fdc:eracun.hr:poacc:en16931:any"
type="cenbii-procid-ubl"/>

</services>
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<actions>

<action name="en16931UblInvoiceAction" value="busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Invoice-
2::Invoice##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1" />

<action name="en16931UblCreditNoteAction" value="busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:CreditNote-
2::CreditNote##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1" />

<action name="en16931CiilnvoiceAction" value="busdox-docid-
gns::urn:un:unece:uncefact:data:standard:CrossIindustrylnvoice:100::CrossIndustrylnvo
ice##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1::D16B" />

</actions>
<as4>

<receptionAwareness name="receptionAwareness"
retry="12;4;CONSTANT" duplicateDetection="true" />

<receptionAwareness name="receptionAwarenessTest"
retry="0;0;SEND_ONCE" duplicateDetection="true" />

<reliability name="AS4Reliability" nonRepudiation="true"
replyPattern="response" />

</as4>
<splittingConfigurations>
<splitting name="default"
fragmentSize="500"
compression="true"
joinInterval="1440"/>
</splittingConfigurations>
<legConfigurations>
<legConfiguration name="hrBillingServiceEn16931UblInvoiceAction"
service="hrBillingService"

action="en16931UblInvoiceAction"
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defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"
propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"
compressPayloads="true" />

<legConfiguration name="hrBillingServiceEn16931UblCreditNoteAction"

service="hrBillingService"
action="en16931UblCreditNoteAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"

propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"
compressPayloads="true" />

<legConfiguration name="hrBillingServiceEn16931CiilnvoiceAction"
service="hrBillingService"
action="en16931CiilnvoiceAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"
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propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"

compressPayloads="true" />

</legConfigurations>
<process name="eRacunHrProcess"
mep="oneway"
binding="push"
initiatorRole="defaultInitiatorRole"
responderRole="defaultResponderRole">
<initiatorParties>
<initiatorParty name="{gateway_party}"/>
</initiatorParties>
<legs>
<leg name="hrBillingServiceEn16931UblInvoiceAction"/>

<leg
name="hrBillingServiceEn16931UblCreditNoteAction" />

<leg name="hrBillingServiceEn16931CiilnvoiceAction"/>
</legs>
</process>
</businessProcesses>

</db:configuration>
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PMODE PRIMJER PRIMATELJA

<?xml version="1.0" encoding="UTF-8"7>

<db:configuration xmlns:db="http://domibus.eu/configuration”
party="{gateway_party}">

<mpcs>
<mpc name="defaultMpc"

qualifiedName="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /defaultMPC"

enabled="true"
default="true"
retention_downloaded="0"
retention_undownloaded="14400"
retention_sent="14400"
retention_metadata_offset="0"
delete_message_metadata="false"
max_batch_delete="1000"/>

</mpcs>

<businessProcesses>

<roles>

<role name="defaultlnitiatorRole"

value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /initiator" />

<role name="defaultResponderRole"

value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /responder” />

</roles>
<parties>
<partyldTypes>
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<partyldType name="partyTypeUrn"
value="urn:oasis:names:tc:ebcore:partyid-type:unregistered" />

</partyldTypes>

<party name="{gateway_party}"

endpoint="https://localhost:8428/EracunAS4Razvoj/services/msh">

<identifier partyld="domibus.razvoj.apis-it.local"
partyldType="partyTypeUrn"/>

</party>
</parties>
<meps>

<mep name="oneway" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/oneWay" />

<binding name="push" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/push”/>

<binding name="pull" value="http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704 /pull”/>

</meps>
<properties>
<property name="originalSenderProperty"
key="originalSender"
datatype="string"
required="true"/>
<property name="finalRecipientProperty"
key="finalRecipient"
datatype="string"
required="true"/>
<propertySet name="eDeliveryPropertySet">
<propertyRef property="finalRecipientProperty" />

<propertyRef property="originalSenderProperty" />
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</propertySet>
</properties>
<payloadProfiles>
<payload name="businessContentPayload"
cid="cid:message"
required="true"
mimeType="text/xml" />
<payload name="businessContentAttachment"
cid="cid:attachment"
required="false"
mimeType="application/octet-stream" />
<payloadProfile name="MessageProfile" maxSize="2147483647">
<attachment name="businessContentPayload" />
<attachment name="businessContentAttachment"/>
</payloadProfile>
</payloadProfiles>
<securities>
<security name=" eDeliveryAS4PolicyBST"
policy="eDeliveryAS4Policy_BST.xml"
signatureMethod="RSA_SHA256" />
</securities>
<errorHandlings>
<errorHandling name="demoErrorHandling"
errorAsResponse="true"
businessErrorNotifyProducer="true"
businessErrorNotifyConsumer="true"
deliveryFailureNotifyProducer="true" />

</errorHandlings>
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<agreements>

<agreement name="hrAgreement"
value="urn:fdc:eracun.hr:2023:agreements:ap_provider" type="T1"/>

</agreements>
<services>

<service name="hrBillingService"
value="urn:fdc:eracun.hr:poacc:en16931:any" type="cenbii-procid-ubl"/>

</services>
<actions>

<action name="en16931UblInvoiceAction" value="busdox-docid-
gns::urn:oasis:names:specification:ubl:schema:xsd:Invoice-
2::Invoice##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1" />

<action name="en16931UblCreditNoteAction" value="busdox-
docid-gns::urn:oasis:names:specification:ubl:schema:xsd:CreditNote-
2::CreditNote##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1" />

<action name="en16931CiilnvoiceAction" value="busdox-docid-
gns::urn:un:unece:uncefact:data:standard:CrossIndustrylnvoice:100::CrossIndustryInvo
ice##urn:cen.eu:en16931:2017#compliant#urn:mfin.gov.hr:cius-
2025:1.0#conformant#urn:mfin.gov.hr:ext-2025:1.0::2.1::D16B" />

</actions>
<as4>

<receptionAwareness name="receptionAwareness"
retry="12;4;CONSTANT" duplicateDetection="true" />

<receptionAwareness name="receptionAwarenessTest"
retry="0;0;SEND_ONCE" duplicateDetection="true" />

<reliability name="AS4Reliability" nonRepudiation="true"
replyPattern="response" />

</as4>
<splittingConfigurations>
<splitting name="default"
fragmentSize="500"
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compression="true"
joinInterval="1440"/>
</splittingConfigurations>
<legConfigurations>
<legConfiguration name="hrBillingServiceEn16931UblInvoiceAction"
service="hrBillingService"
action="en16931UblInvoiceAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"
propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"
compressPayloads="true" />

<legConfiguration name="hrBillingServiceEn16931UblCreditNoteAction"

service="hrBillingService"
action="en16931UblCreditNoteAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"
propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"
compressPayloads="true" />
<legConfiguration name="hrBillingServiceEn16931CiilnvoiceAction"
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service="hrBillingService"
action="en16931CiilnvoiceAction"
defaultMpc="defaultMpc"
reliability="AS4Reliability"

security=" eDeliveryAS4PolicyBST"

receptionAwareness="receptionAwarenessTest"
propertySet="eDeliveryPropertySet"
payloadProfile="MessageProfile"
errorHandling="demoErrorHandling"

compressPayloads="true" />

</legConfigurations>
<process name="eRacunHrProcess"
mep="oneway"
binding="push"
initiatorRole="defaultInitiatorRole"
responderRole="defaultResponderRole">
<responderParties>
<responderParty name="{gateway_party}"/>
</responderParties>
<legs>
<leg name="hrBillingServiceEn16931UblInvoiceAction"/>

<leg
name="hrBillingServiceEn16931UblCreditNoteAction"/>

<leg name="hrBillingServiceEn16931CiilnvoiceAction"/>
</legs>
</process>
</businessProcesses>
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</db:configuration>
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CERTIFIKATI ()

U keystore treba dodati certifikat koji se zove kao i {gateway_party} iz Pmode-a.
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